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Europe’s digital landscape is at a historic crossroads, where every 
decision shapes our collective future. As non-European tech giants 
continue to extract hundreds of billions of euros from European 
businesses and public institutions, our data centers are now 
becoming vulnerable extensions of foreign ecosystems.

This special edition of the magazine, created for the Forum InCyber 
2026, takes a clear look into the erosion of digital sovereignty. 

In this issue, we will explore Europe’s growing dependence on foreign 
infrastructure. This reliance exposes sensitive, personal, industrial, and 
sovereign data to deep systemic risks, along with critical sectors such as 
healthcare, energy, and defense… Recent cases illustrate how a single 
decision made across the Atlantic can suddenly increase costs, disrupt vital 
services, or even threaten access to essential resources.

This issue goes even deeper. It explores the political and regulatory tools 
emerging to reverse the trend : dedicated observatories tracking strategic 
dependencies, the relocation of critical production, and a strategic shift in 
public procurement across Europe.

It also highlights key initiatives driving greater autonomy, including a 
federated and unified cloud project led by a broad alliance of European 
telecom operators, sovereign providers, innovative SMEs and open-source 
communities.

This special edition is a call to action. The time has come to regain control 
of our technological future and stop letting our most vital resources serve 
foreign powers.

As a partner of this edition, Plumber secures one of the most critical blind spots 
in your information systems. Today’s attacks no longer target endpoints, they 
move through the infrastructure itself: CI/CD pipelines.
Plumber is a French solution supported by ANSSI (French National Cyberse-
curity Agency), and detects critical exposures and helps ensure compliance 
across CI/CD pipelines. If you can’t measure it, you can’t control it, Plumber 
can do it. 
 
      Audit your CI/CD pipelines at  getplumber.io

A strategic topic to share with your DevOps and DevSecOps teams.

Arnaud LEROY
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CYBER-IT - Comprendre le zero trustCYBER-IT

The global digital market remains dominated 
by three American giants, which control 
nearly two-thirds of the market for 
infrastructure and platforms, while the rest 
of the industry struggles to keep up with 
the relentless speed of global growth...

Is Europe Losing Control 
to Big Tech?
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As we grow older, we 
all fear physical or 
mental dependence. 

Relying on others for the simplest 
tasks, being at the mercy of their 
failures, feeling powerless in 
the face of minor difficulties, or 
becoming vulnerable to those 
who would take advantage of 
our inability to defend ourselves, 
these are fears shared by us 
all. Dependence means losing 
control over one’s own future.

For institutions, businesses, 
public administrations, and 
the State, dependence is not a 
matter of old age. It is the result 
of a series of compromises, 
misplaced trust, and concessions 
that reduce freedom of action.

This shift is often almost invisible. 
Decisions are made by different 
actors, at different times, with a 
technical rather than strategic 
mindset. The wake-up call 
can be brutal, especially when 
the geopolitical landscape 
changes and yesterday’s allies 
become tomorrow’s threats.

Digital sovereignty is not about 
isolation or self-sufficiency. 

Mutual dependence 
should guide political and 
economic decision-makers. 

This demands a clear vision and 
strong leadership. But it also 
requires every decision to protect 
Europe’s digital freedom to act.

Digital sovereignty is not built 
through declarations. It takes a 
series of deliberate choices, each 
of them seemingly small, but 
together they determine whether 
we remain in control of our digital 
future or quietly give it away.

The time for complaints, 
resignation, and fatalism is 
over. What matters now is 
the determination to take 
back control and rebuild 
our autonomy. This takes 
vision, leadership, and the 
will to act. And then, action.

Today’s decision-makers 
carry a big responsibility. 
If these efforts fail, citizens 
risk becoming increasingly 
dependent on Big Tech, confined 
to the role of passive users in 
systems beyond their control. 
The InCyber Forum theme 
was no coincidence : it is 
a call for collective action.

To be, or cease 
to be, free in 
a cyberspace 

that consumes 
everything: that is 

the urgent question 
we must answer!

Général d’armée (2S) 
Martin Watin-Augouard

Founder of the Forum 
InCyber

General Marc 
Watin-Augouard, 
founder of the InCyber 
Forum and former 
Inspector General of the 
French Armed Forces.
He served as Director 
of the Research Center 
at the French National 
Gendarmerie Officers 
Academy until 2020.
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According to a 2025 
study by Cigref (the 
French association 

of major public and private 
companies and organiza-
tions), European compa-
nies collectively spend €265 
billion each year on digital 
tools and services controlled 
by non-European providers

This significant amount, equi-
valent to the GDP of some 
European countries, does 
not simply pay for subscrip-
tions or software licenses. It 
represents a major drain on 
Europe’s capital, depriving 
Europe of the economic le-
verage it needs to build its 
own technology champions.
However, this dependence 
goes far beyond financial 
concerns. It affects critical 
infrastructure, enterprise 
software, cloud platforms, 
and even the producti-
vity tools used every day.

Companies such as Microsoft 
with Office 365 and Azure, 
Amazon Web Services, Google 
with Google Workspace and 

Google Cloud, and Salesforce 
dominate these markets, 
setting the standards and 
shaping the architecture of 
Europe’s digital environment.
In France, for example, more 
than 80% of large com-
panies rely on American 
SaaS suites for email 
and collaboration, while

hyperscale public 
clouds providers 
now host 70% of 

critical 
deployments

European data centers 
are becoming extensions 
of the Silicon Valley, hos-
ting data subject to the U.S 
Cloud Act and similar ex-
traterritorial regulations.

The acquisition of VMware 
by Broadcom perfectly illus-
trates the risks of this type 
of dependence. Announced 
in 2023 and completed in 
2024, the deal triggered ma-

jor disruption for customers: 
sharp price increases up to 
300% on some contracts, new 
contractual terms requiring 
forced annual commitments, 
and growing strategic uncer-
tainty for European users.

Thousands of companies, 
including public adminis-
trations, found themselves 
trapped in a locked-in eco-
system, forced either to mi-
grate to costly alternatives or 
renegotiate under pressure.

The consequences go far 
beyond procurement costs. 
They include the loss of 
control over sensitive per-
sonal, industrial, and so-
vereign data, exposed to 
foreign jurisdictions and 
the risk of forced transfers.

And European innovation 
also suffers. Trapped in 
closed ecosystems, star-
tups and SMEs struggle to 
innovate without relying on 
roadmaps defined elsewhere, 
often in the United States.
Faced with this growing 

Digital Dependence
Economic Reality 
and Fragile Sovereignty

According to a 2025 study by Cigref (the French association 
of major public and private companies and organizations), 
European companies collectively spend €265 billion each year 
on digital tools and services controlled by non-European providers
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outflow, pressure is buil-
ding across Europe. Cigref, 
the association represen-
ting major French compa-
nies and public organiza-
tions, warns of a “systemic 
risk,” while Brussels moves 
forward with measures such 
as the Data Act, the AI Act, 
and the Digital Markets Act 
to enforce reciprocity and 
rebalance market dynamics.

The €265 billion spent each 
year risks becoming the 
largest unintended trans-
fer of wealth to global tech 
giants at the expense of 
Europe’s digital revival.

The question 
is no longer 

whether the pro-
blem exists, but 
whether Europe 

is willing to act or 
accept long-term 

dependence

Reliance on non-Euro-
pean technologies became 
a structural vulnerability 
with far-reaching conse-
quences for the continent.

Europe is now deeply tied 
to foreign tech giants, sub-
ject to their priorities with 
limited ability to respond. 
This dependence under-
mines the very foundations 
of sovereignty, turning 
tools meant to empower 
into invisible constraints.

Beyond the numbers: 
control over critical 
infrastructure 

Decisions made by foreign 
governments or non-Euro-
pean companies can abrup-
tly disrupt access to critical 
technologies. Extraterritorial 
laws such as the U.S. Cloud 
Act, along with export res-
trictions, illustrate how in-
frastructure can be used as 
a tool of political leverage.

A single decision in 
Washington can restrict ac-
cess to essential services for 
European banks, hospitals, or 
defense systems. At the same 
time, U.S, China tensions 
threaten supply chains for se-
miconductors and software.

As a consumer, Europe bears 
the consequences of these 
power struggles without ha-
ving a real say in the matter, 
leaving it exposed to on-
going technological pressure.

Sensitive data, whether 
personal, industrial, or go-
vernmental, continues to 
be processed and stored 
on foreign infrastructure, 
often outside Europe.

This creates exposure to 
economic espionage, mass 
surveillance, and potential 
misalignment with Europe’s 
data protection framework, 
including the GDPR, one 
of the strictest in the world

Despite record fines, data 
flows continue toward ser-
vers located in the United 
States or China, where they 

may fall within the reach of 
foreign intelligence agencies.

This web of dependencies 
is not inevitable. Initiatives 
such as Gaia-X and European 
Common Compute Power 
aim to lay the foundations 
for a European cloud, while 
a growing number of players 
are working to demonstrate 
that viable alternatives exist.

Without bold 
political will, 

strategic public 
procurement, 

major investment 
funds, and real 
consequences 
for vendor lock-
in, Europe risks 
continuing to 
surrender its 

digital resources 
to foreign tech 

empires
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CYBER-IT - How Europe can regain control

P a t h s  t o 
Regaining Control

1  -  T h e  Fr e n c h 
digital sovereignty 
observatory

" Sovereignty starts with a 
clear understanding of our de-
pendencies: which technolo-
gies we rely on, in which sec-
tors, and for what purposes.
That is the role of the Digital Sove-
reignty Observatory, which I have 
entrusted to the High Commis-
sion for Strategy and Planning »

8

Anne Le Hénanff
Minister for Artificial Intelligence 
and Digital Affairs
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factors that make us vulnerable.
It looks at the geographic origin 
of hardware components, such 
as semiconductors, network 
equipment, and security hard-
ware, as well as the structure 
of supply chains, identifying 
areas of concentration, including 
dependence on a limited num-
ber of countries or suppliers.

It also documents exposure to 
extraterritorial legal regimes 
by identifying technologies 
and services subject to forei-
gn laws that may affect ac-
cess to data or infrastructure.

On this basis, the Observatory 
produces summary indicators, 
dependency maps covering 
areas such as healthcare, en-
ergy, finance, and public admi-
nistration, as well as technolo-
gy-specific mappings to track 
how these dependencies evolve.

This work will feed into pe-
riodic reports, dashboards, 
and, in some cases, thematic 
alerts when a specific risk is 
identified, such as increased 
reliance on a single supplier.

Public authorities can use 
these findings to prioritize in-
vestment policies, target sup-
port programs for specific in-
dustrial segments, or adapt 
the regulatory framework.

These insights can also help 
large companies and operators 
of essential services assess 
their own exposure and guide 
their procurement strategies.

When several countries work 
together, the Observatory can 
take on a multinational role, for 
example at European level, by 
harmonizing measurement 

methodologies and making it 
easier to compare dependen-
cies across Member States.

Led by the High Commission 
for Strategy and Planning 
and championed by Minister 
Anne Le Hénanff, this strate-
gic initiative reflects a clear 
political ambition: to regain 
control over our digital future.

THREE PRIORITIES

1
Map critical 

dependencies 
through a shared 

assessment

2
Equip public and 

private buyers with 
decision-making 

tools

3
Help guide public 
policy on digital 

sovereignty

First findings and 
briefings are expected in 

spring 2026.

Amid this growing sense of 
urgency, France marked a 
turning point in January 2026 
with the launch of the Digital 
Sovereignty Observatory.

But the announcement also 
invites scrutiny: why launch 
a new initiative when several 
existing structures are already 
working toward similar goals?

In 2014, the Observatory for 
Digital Rights and Free-
doms was launched by a 

coalition of associations and 
trade unions, including the LDH, 
France’s Human Rights League, 
and CECIL, a research group 
focused on citizenship, digital 
technologies, and civil liberties. 
Its mission was to defend fun-
damental rights against expan-
ding surveillance mechanisms.

The following year, in 2015, 
the Institute for Digital So-
vereignty was created to 
bring together economic 
players in the sector and put 
forward concrete proposals.

In 2017, a citizen-led mo-
vement led to the creation 
of the French Observato-
ry for Digital Independence.

Then, in 2021, Télécom Paris 
and Netexplo launched their 
own Technology & Digital 
Sovereignty Observatory, 
with the support of Cédric 
O, then France’s Secreta-
ry of State for Digital Affairs.

Launched at the beginning of 
the year, with a clear ambition to 
expand rapidly across Europe, 
the Observatory examines the 
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P a t h s  t o 
Regaining Control

2 - Bringing critical 
hardware production 
back to Europe?

" Europe is at a strategic cross-
roads in technology. Its heavy 
dependence on non-European 
players, from U.S. hyperscalers for 
cloud services to Asian foundries 
for semiconductors, has become 
both a major economic vulnerability 
and a real risk to its sovereignty »
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How Europe can regain control - CYBER-IT

In practical terms, this approach 
can be defined as follows:

Relocating the production of 
strategic digital hardware means 
developing or strengthening 
industrial capabilities, within a 
given territory, in areas consi-
dered essential to the functio-
ning of the digital economy.

This includes semiconduc-
tors, from chips and memory to 
more specialized components. 

It also covers network equip-
ment, routers, switches and 
antennas, certain cybersecu-
rity hardware, such as hard-
ware security modules and 
encryption devices, as well 
as the physical infrastructure 
that underpins data centers.

The goal is to increase the 
share of these components 
produced locally, or within trus-
ted regions, in order to reduce 
exposure to external shocks.

In practice, this reloca-
tion effort relies on se-
veral types of measures. 

The first one is public sup-
port: investment grants, 
loan guarantees, tax credits 
for research and develop-
ment, and co-financing pro-
grams with private partners.

These measures are often tied to 
formal commitments from indus-
try players: building factories 
in specific countries, maintaining 
a minimum level of local pro-
duction, transferring or retaining 
design and engineering exper-
tise, and creating skilled jobs.

Cooperation frameworks 
can also be established 

between countries, or wit-
hin regional blocs, to coor-
dinate industrial sites, avoid 
duplication, and distribute 
areas of specialization.

Some countries, for example, 
may focus on wafer fabri-
cation, while others specia-
lize in packaging or testing.

A digital sovereignty 
perspective

The objective is to anchor a signi-
ficant share of the physical foun-
dations of the digital economy 
within Europe: the hardware on 
which cloud services, critical 
information systems, commu-
nication networks, and cyberse-
curity infrastructure all depend.

The European Chips Act, for 
example, sets a target of dou-
bling the European Union’s 
share of global semiconductor 
production from 10% to 20% 
by 2030, backed by an esti-
mated €43 billion in public fun-
ding to support the ecosystem.

Relocation also depends on 
the surrounding infrastruc-
ture: access to energy, 
transport networks, skilled 
labor, supplier ecosys-

tems, and research centers.
It is part of a long-term in-
dustrial policy approach.
From an operational standpoint, 
developing these local capabili-
ties helps reduce dependence 
on a limited number of countries 
or regions for key components. 

It also gives Europe greater 
control over supply timelines 
and conditions, and more room 
to maneuver in the event of geo-
political tensions, export restric-
tions, or logistical disruptions.
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P a t h s  t o 
Regaining Control

3 -  Public Procurement 
and a New Regulatory 
Framework

" Reforming digital public pro-
curement would mean redirecting 
the €2 trillion spent each year 
by European public administra-
tions toward sovereign solutions.
A principle of EU preference would 
give an advantage to providers 
that guarantee data localization, 
local operational control, and the 
prioritized use of open source »
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How Europe can regain control - CYBER-IT

When supported by 
an appropriate re-
gulatory framework, 

public procurement beco-
mes one of the most power-
ful tools for steering Europe’s 
digital market toward genuine 
technological sovereignty.

In other words, the billions of 
euros spent each year by pu-
blic administrations could be-
come a strategic tool for rein-
dustrialization, provided they 
are directed more effectively.
A clear and robust principle of 
European preference in digi-
tal procure-
ment would 
allow public 
buyers to 
create las-
ting, pre-
d i c t a b l e 
demand for 
Eu ropean 
providers. 
This would 
apply across 
the public 
sector, from 
central go-
v e r n m e n t 
and local 
authorities 
to hospi-
tals, universities, and essen-
tial operators such as energy 
providers and public banks.

Such a shift would directly 
benefit sovereign cloud pro-
viders, certified open-source 
software vendors, compliant 
AI platforms, and European 
cybersecurity solutions.

But this kind of structural change 
can only deliver results if it is 

backed by a clear, unified re-
gulatory framework that re-
flects operational realities.
Public authorities must work 
toward a coherent legal ar-
chitecture, one that is both 
protective and practical, so 
that economic players can 
operate in a clear, predic-
table, and fair environment.

This requires strict and consistent 
harmonization of rules on data 
and metadata sovereignty, in 
order to provide legal certainty 
for cross-border exchanges 
and avoid divergent interpre-

tations between national laws.

This harmonization should be 
paired with a pragmatic re-
view of existing rules on AI, 
digital services, and data pro-
tection, including the AI Act, 
GDPR, and the DSA, so they 
support innovation without 
becoming a punitive burden.

The regulatory framework must 
also bring greater clarity to the 

certification requirements for 
critical digital infrastructure.

Such clarity is important to en-
sure a consistent level of se-
curity and compliance across 
the European Union, while avoi-
ding duplication, conflicting re-
quirements, and administrative 
burdens that slow innovation.

It would give European com-
panies a more trusted en-
vironment in which to grow, 
lower barriers to public pro-
curement, and make it easier 
for their solutions to qualify.

A common 
framework 
would also 
provide a 
solid basis 
for the mu-
tual recogni-
tion of certi-
f i c a t i o n s , 
m a k i n g 
cross-bor-
der coope-
ration easier 
and helping 
create a truly 
integrated 
digital space
.
By aligning 

these two tools over the long 
term, public procurement and 
regulation, European states 
could turn what has so far 
been a patchwork of scattered 
spending into a strategic engine 
for digital reindustrialization.

We see this as a way to build a 
unified digital space based on 
trust and transparency, with grea-
ter control over key technologies 
for all citizens and businesses.
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CYBER-IT - Euro-3C

The European Union has 
just launched EURO-3C, 
a strategic project backed 

by €7 million in funding under 
the Horizon Europe programme.

Announced at the Mobile World 
Congress 2026 in Barcelona, 
the consortium 
brings together 
87  Eu ropean 
organizations to 
build the conti-
nent’s first large-
scale federated 
Te l c o - E d g e -
Cloud infrastruc-
ture, reducing 
Europe’s depen-
dence on U.S. 
cloud providers.

This landmark 
project will de-
m o n s t r a t e 
Europe’s abi -
lity to deliver advanced digi-
tal services entirely through 
i t s  o w n  i n f r a s t r u c t u r e .

Cloud computing has become 
the backbone of Europe’s digital 
economy. Professional email, 
collaboration tools, artificial 
intelligence applications, do-
cument storage, data backup, 
and social media all rely on 
these distributed infrastructures.

Yet the vast majority of Eu-
ropean cloud spending still 
flows to U.S. hyperscalers.
Amazon Web Services, Mi-
crosoft Azure, and Google 

Cloud account for between 
60% and 70% of the market.
Their dominance rests on se-
veral advantages: vast financial 
resources, allowing them to in-
vest heavily in global infrastruc-
ture, deeply integrated software 
ecosystems, rapid deployment 

capabilities that appeal to Euro-
pean businesses and the ability 
to bundle a wide range of ser-
vices into a single environment.

The U.S. Cloud Act, enacted 
in 2018, allows American au-
thorities to request access to 
data held by companies under 
U.S. jurisdiction, even when 
that data is stored on European 
servers. This legal reality has 
fueled a long-running debate 
over whether European or-
ganizations truly control their 

most critical data, particularly 
in sectors such as healthcare, 
defense, finance, and energy.
EURO-3C aims to deploy more 
than 70 edge and cloud no-
des across 13 European coun-
tries. Its architecture combines 
three complementary tech-

nologies: tele-
com networks, 
d e s i g n e d  f o r 
5G connectivity 
and future 6G 
readiness, edge 
computing, which 
brings proces-
sing power closer 
to end users and 
reduces latency.

Europe wants 
to build a fede-
rated cloud as 
the foundation 
for a sovereign, 
in teroperab le 

c l o u d  i n f r a s t r u c t u r e .

The physical location 
of data centers in 

Europe does not, on 
its own, guarantee 
data sovereignty

EURO-3C, Europe’s leading 
sovereign cloud project
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The EURO-3C consortium 
brings together a broad range 
of complementary players.

This mult i -operator,  mul-
ti-provider model is designed 
to ensure interoperabi l i ty 
and prevent the emergence 
of national technology silos.

Established European providers 
such as OVHcloud, France’s 
leading sovereign cloud pro-
vider, and IONOS, a major 
German cloud specialist, sup-
ply the physical infrastructure. 

Specialized technology SMEs 
such as Scille, in cyberse-
curity, and Krateo, in plat-
form engineering, bring agi-
lity and targeted expertise.

The consortium also includes 
key players in open source 
and sovereign cloud, inclu-
ding SUSE, a provider of Linux 
and Kubernetes solutions, and 
OpenNebula, which specia-
lizes in cloud orchestration.

By redirecting part of the €264 
billion currently flowing each 
year to the United States, EU-
RO-3C could help create hun-
dreds of thousands of skilled 
jobs and fund European R&D.

The project aims to capture 
15% to 20% of the sovereign 
cloud market by 2030, a rea-
listic target if adoption among 
SMEs follows the path already 
taken by larger organizations.

The challenges remain signi-
ficant : competitive pressure 
from well-established rivals, 
high initial migration costs, and 
the complexity of coordinating 
efforts across 13 countries.

With EURO-3C, 
Europe aims to move 

beyond the role of 
passive consumer 

and become the 
architect of its own 

digital future

A B o l d  A m b i t i o n  w i t h 
l i m i t e d  F u n d i n g …

EURO-3C is more of a pilot 
project than an industrial-scale 
deployment designed for the 
market. At this stage, it is not 

intended to create a large-
scale cloud infrastructure.

Why? Competing with hyper-
scalers requires infrastructure 
at a scale usually measured in 
tens of billions of euros, an order 
of magnitude far beyond the 
announced €75 million budget.
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