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It used to be a science fiction fantasy, now artificial intelligence 
has become one of the most strategic challenges of our time. In 
this special feature, we look back on 80 years of dreams and 
disillusions around AI, a history marked by hope, spectacular 
breakthroughs, but also crises of trust and unfulfilled promises.

Today, AI is no longer only defined as an object of research, 
it has become an active player. And not just any player. In-

telligence versus AI is the new arena. In the cyberspace, AI is both 
defender and threat. It protects, anticipates, and corrects but it is also 
weaponized by malicious groups to amplify their offensive capabilities.

But if AI is a force, what kind of force are we shaping? Algorithms influence our 
choices, our freedoms, and our rights. Ethics is no longer optional. Building AI 
that is inclusive, responsible, and transparent has become a priority if we are 
to avoid repeating, or worsening the failures of the real world in the digital one.

In response to this new reality, Europe is getting organized. With the AI Act, it is 
taking a step ahead in the regulatory space. But is this ambition enough? Can 
we really talk about European digital sovereignty in the face of American tech 
giants and Chinese power? And above all, is that sovereignty still within reach?

In an era where cybersecurity incidents are no longer a question of "if" but 
"when", we explore the foundations of cyber resilience. A well-designed AI 
system can not only detect threats, but also prevent them before they occur.

Enjoy the read !

ARNAUD LEROY
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Artificial intelligence is not a new concept. But over the past seventy years, it 
went into a remarkable transformation, an evolution that challenges established 
beliefs, disrupts traditional practices, and redefines the cybersecurity landscape.

In 1950, Alan Turing asked a 
simple yet profound question: 

“Can machines think?” Seven 
decades later, this question is 
no longer purely philosophical. 
Artificial intelligence is eve-
rywhere now: in our industrial 
systems, it influences financial 
decisions, drives vehicles, ge-
nerates code, writes reports, mi-
mics our voices, and infiltrates 
our information systems. 

Once a niche discipline confined 
to academic labs, AI has beco-
me a strategic technology at the 

heart of political, economic, and 
security concerns in the 21st 
century.
AI’s development has not been 
linear. It has gone through pe-
riods of hype, long pauses, and 
sudden reinventions. It started 
with symbols and then fed on 
data. It moved from strict rules 
to flexible models. Each decade 
has shaped a part of this silent 
revolution, now deeply em-
bedded in cybersecurity opera-
tions centers, surveillance algo-
rithms, and the digital weapons 
used by cybercriminals.

This report explores the major 
milestones of this evolution: 
from symbolic systems to deep 
neural networks, from genera-
tive AI to its double role in cy-
bersecurity, both as a shield and 
as a weapon.

REPORT
SPECIAL

REPORT
SPECIAL
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It all began with visionaries 
like Alan Turing, who in 1950 
introduced the now-famous 
Turing Test, a thought ex-
periment meant to explore 
whether a machine could 
imitate human intelligence.

Just a few years later, the 1956 
Dartmouth Conference would 
mark what many see as the offi-
cial birth of artificial intelligence. 
The researchers gathered there 
were confident: within a gene-
ration, they believed, machines 
would match human intelligence.

This pivotal decade saw the 
emergence of some of AI’s 
earliest landmark programs. In 
1955, Logic Theorist deve-
loped by Allen Newell and Her-

bert Simo, was presented as the 
first AI capable of autonomous 
reasoning. It solved mathema-
tical theorems by mimicking the 
logic of human problem-solving. 
It was a turning point: machines 
were no longer just calculators, 
they were starting to “think.”

In the 1960s, at MIT, Joseph 
Weizenbaum introduced ELI-
ZA, the first natural language 
processing program designed to 
engage in human-like conversa-
tion. Simulating a psychothera-
pist, ELIZA responded to users 
by turning their statements into 
open-ended questions. Despite 
its technical simplicity, built on 
basic keyword-matching rules, 

ELIZA demonstrated the emo-

tional impact a human-ma-
chine interaction could pro-
duce. Some users, even when 
aware they were speaking to a 
machine, developed a genuine 
attachment to the program.

Though limited, these two early 
programs laid the groundwork 
for the two main branches of 
artificial intelligence: formal lo-
gical reasoning and natural lan-
guage interaction. They already 
reflected both the ambition and 
the limitations of an emerging 
A, still far from consciousness, 
yet already capable of simula-
ting basic human behaviors.

Logical and symbolic systems 
advanced rapidly during this pe-
riod. One of the most iconic exa-
mples was SHRDLU, developed 
between 1968 and 1970 by Terry 
Winograd at the Massachusetts 
Institute of Technology (MIT).

The program could unders-
tand instructions in English, 
manipulate objects in a simple 
fictional world, and engage 
in dialogue with the user. It 
could, for instance, respond 
to commands like “put the 
red cube on the green cylin-
der” or explain its own actions.

SHRDLU gave the illusion of 

1 9 5 0 – 1 9 6 0  :  a n  i d e a  b o r n  i n  t h e  l a b 

1 9 6 0 – 1 9 7 0  :  H i g h  h o p e s ,  h a r d  r e a l i t i e s

real language comprehension. 
But its success was confined to 
a tightly controlled, highly struc-
tured micro-world. Outside of that 
narrow environment, the system 
could not generalize or adapt.

Still, it fueled optimism. 
Many believed that full natu-
ral language understanding, 
seamless translation between 
human languages, and even 
a general form of intelligence, 
were just around the corner.

That enthusiasm was shared and 
funded by the U.S. government. 
The Defense Advanced Re-
search Projects Agency (DAR-

PA) began backing large-scale 
AI projects. Massive grants were 
awarded to universities to build 
systems capable of dialogue, 
learning, and even reasoning.

But limitations quickly surfaced. 
The complexity of human lan-
guage, the lack of rich data, 
and limited computing power all 
slowed progress considerably.

1950–1960

1960–1970
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CYBER-IT - 880 Yars - Between dreams et disilusions

Symbolic AI, based on manipu-
lating explicit rules and symbols, 
continued to dominate research. 
This decade marked the rise of 
the first so-called “expert sys-
tems”, programs designed to 
mimic the reasoning of a human 
specialist within a narrow field.

One of the most notable exa-
mples was MYCIN, developed 
in 1972 at Stanford University 
to help doctors diagnose and 
treat bacterial infections. MYCIN 
could ask questions, interpret 
the answers, and recommend 
an appropriate antibiotic with im-
pressive accuracy for the time. 

It relied on a knowledge base 
made up of several hun-
dred hand-coded “if-then” 

rules and statements contri-
buted by domain experts.
But these systems soon ran 
into their own limitations. First, 
they couldn’t learn new rules or 
adapt to unfamiliar data, any im-
provement required a human 
to manually add or rewrite the 
rules. Second, maintaining them 
became increasingly difficult: 
every new modification risked 
unexpected side effects, and 
as the rule base grew, the sys-
tem became harder to manage.

As these systems became more 
complex, so did the challenge 
of maintaining them. Rules 
began to interact in unexpec-
ted ways. And as soon as the 
system was taken outside the 
strictly defined context it was 

built for, it crumbled. Expert 
systems couldn’t handle un-
certainty, ambiguity, contradic-
tions, or incomplete information.

The intelligence they simulated 
was purely deductive, based on 
fixed reasoning without any form 
of intuition, inductive learning, 
or generalization. They could 
give the illusion of competence 
in narrow, well-defined environ-
ments, but quickly showed their 
limits when faced with the mes-
sy complexity of the real world.
 

1980–1990 : The Rise and Fall of Expert Systems

1970–1980 : The Rise of Logic and Expert Systems

Expert systems experienced a 
true boom during the 1980s, 
driven by earlier academic 
successes and advances in 
software engineering. The idea 
was compelling: capturing an 
expert’s knowledge into logi-
cal rules could replicate their 
reasoning, around the clock, 
without human error or fatigue.

Fields like finance, medicine, 
industrial manufacturing, and 
aerospace launched ambitious 
projects, hoping to automate 
part or all of the decision-ma-
king process. Languages such 
as OPS5 and Prolog, along with 
dedicated platforms like XCON 

(used by DEC to automatically 
configure its computers), be-
came technological showcases.

A wave of AI-focused startups 
emerged, supported by confident 
investors. Major corporations 
created internal AI divisions. 
Expectations were high: cost 
reduction, increased reliability, 
and greater competitiveness.

But practical limitations be-
came apparent very soon. 
Developing an expert system 
required an enormous amount 
of knowledge engineering. As 
soon as a situation strayed 
from the expected framework, 

the system would collapse. 
High maintenance costs and 
underwhelming results when 
faced with the real world’s com-
plexity amplified the problem.

As disillusionment set in, inves-
tors gradually pulled out. Com-
panies shut down their AI depart-
ments. This widespread retreat 
marked the first true "AI winter."

1970–1980

1980–1990
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The paradigm shifts radically: 
instead of trying to explicitly 
code the rules of intelligence, 
the goal now is to make them 
emerge from data. This change 
in direction marks the begin-
ning of machine learning, an 
approach based on algorithms 
capable of identifying patterns 
in large datasets. Supervised 
learning where machines are 
trained on labeled examples en-
ables the creation of predictive 
models tailored to specific tasks.

Machines are no longer just 
logical executors, they are be-
ginning to truly learn, to adapt, 
to generalize from experience. 
This turning point, still largely 
unnoticed by the general public 
at the time, laid the groundwork 

for modern artificial intelligence.
Academic research increased, 
focusing on techniques like 
cross-validation, overfit-
ting, and regularization, core 
concepts that would establish 
the statistical rigor of the field.

Deep Blue’s victory over Garry 
Kasparov in 1997, the first time 
a world chess champion lost to 
a computer in an official match 
marked a historic turning point: 
for the first time, a machine 
outperformed a human in a 
domain symbolic of intelligence.

This highly broadcasted 
event pushed artificial intelli-
gence into the spotlight and 
into public consciousness.
It was no longer just about 

abstract research or academic 
demonstrations, AI entered 
the collective imagination as a 
force capable of competing with, 
and even surpassing, humans 
in complex cognitive tasks.

1 9 9 0 – 2 0 0 0  :  T h e  R i s e  o f  M a c h i n e  L e a r n i n g 1990–2000

2000–2010 : Internet, Big-data, and large-scale AI

With the rise of the Internet and 
the advent of Web 2.0 marked 
by interactivity, social networks, 
and the massive creation of 
user-generated content, AI found 
an unprecedented playground.

Tech giants like Google, Ama-
zon, Facebook, and Netflix ca-
pitalized on this revolution to 
develop increasingly refined 
recommendation algorithms, 
capable of predicting prefe-
rences, adapting the user ex-
perience in real time, and op-
timizing targeted advertising.

Natural language processing 
advanced rapidly, enabling 

notable progress in text un-
derstanding and generation, 
although systems remained 
limited to specific tasks.

It was during this period that 
the first voice assistants 
emerged, and search engines 
gained in relevance thanks to 
more sophisticated language 
algorithms able to interpret 
the intent behind queries.

In parallel, the explosion in the 
volume of data available on 
the Web radically transformed 
the learning capabilities of AI 
models. This phenomenon, 
known as “big data”, paved 

the way for a more empirical 
form of AI, less reliant on ex-
plicit human-designed models.

The collection and analysis 
of these vast datasets be-
came possible thanks to distri-
buted infrastructures such as 
Hadoop and MapReduce, 
which enabled the parallel pro-
cessing of massive amounts of 
information. These tools laid the 
foundation for large-scale AI.

2000–2010
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Deep learning networks revo-
lutionized the landscape of ar-
tificial intelligence by unlocking 
performance levels previously 
out of reach. Enabled by the 
availability of large amounts of 
labeled data and the computa-
tional power of GPUs, these ar-
chitectures overcame the limita-
tions of traditional approaches.

In 2012, the AlexNet model, 
winner of the ImageNet compe-
tition, marked a decisive break-
through in computer vision by 
reducing error rates in image 
recognition. 

In 2015, ResNet introduced 
residual connections, making it 
possible to train networks with 
hundreds of layers and paving 

the way for unprecedented mo-
del depth.

These breakthroughs spread 
rapidly with the rise of open-
source platforms like Google’s 
TensorFlow and Meta’s PyTorch, 
which made AI accessible to a 
broad community of resear-
chers, developers, and compa-
nies. The ecosystem became 
more democratic, accelerating 
research, encouraging scientific 
reproducibility, and facilitating 
the large-scale integration of 
AI in industrial applications.

Within just a few years, speech 
recognition became common on 
smartphones, machine transla-
tion began rivaling human per-
formance in certain languages, 

and computer vision started 
being applied in medicine, au-
tomotive systems, and security.

In natural language proces-
sing, BERT, released in 2018 
and based on the Transformer 
architecture, enabled nuanced 
contextual understanding of 
words, transforming information 
retrieval, text classification, and 
automated question answering.

2020–2030 : Generative Intelligence and omnipresent AI

2 0 1 0 – 2 0 2 0  :  D e e p  Le a r n i n g  &  B r e a k t h r o u g h s

The 2020s mark a dramatic shift 
in the evolution of artificial intelli-
gence, with the impressive rise of 
generative models. Powered by 
architectures such as the Trans-
former, systems like ChatGPT 
(OpenAI), Claude (Anthropic), 
Gemini (Google), and LLaMA 
(Meta) are pushing the boun-
daries of cognitive automation.

Their strength lies in their ability 
to produce, on demand, text, 
code, images, videos, voice, and 
even interactive interfaces, with 
a perceived quality often compa-
rable to that of a human expert.

We are no longer talking about 

specialized tools, but true gene-
ral-purpose assistants capable 
of performing cross-disciplinary 
tasks: writing articles, conduc-
ting legal analysis, scripting, 
drafting business plans, trans-
lating, generating illustrations, 
composing music, and more.

These so-called foundation 
models are pre-trained on mas-
sive dataset and can be fine-
tuned for specific use cases.
They are also transforming the 
world of creation: illustrators, de-
signers, filmmakers, and com-
posers use them as sources of 
inspiration or prototyping tools.
But this rapid expansion comes 

with unprecedented challenges. 
Risks related to automated di-
sinformation, deepfakes, hal-
lucinations (fabricated content 
generated by the models), and 
the loss of source traceability 
becomes concerning but also 
fascinating at the same time 
(on a science perspective). 

2010–2020

2020–2030
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Looking toward 2040 and 
beyond, advances in AI will no 
longer be limited to imitating hu-
man intellect. They will aim to 
integrate its affective, relational, 
and sensory dimensions. So-
called emotional models will be 
capable of detecting, simulating, 
and responding to users’ emo-
tional states. Embedded in hu-
man–machine interfaces, com-
panion robots, conversational 
agents, or caregiving assistants, 
these emotional AIs will adapt 
their behavior to the psycholo-
gical and social context of their 
interlocutor.

The goal will be to make com-
munication more natural, more 
empathetic, and even therapeu-
tic. These AIs will rely on bio-

metric sensors, heart rate, mi-
cro-expressions, voice tone, as 
well as massive behavioral data 
sets to tailor their responses.

At the same time, system auto-
nomy is becoming widespread: 
vehicles, drones, smart home 
assistants, and industrial sys-
tems operate without human 
supervision, making real-time 
decisions based on environ-
mental data analysis. AI is 
thus becoming a full-fledged 
decision-making agent in many 
strategic fields. Ethical ques-
tions are multiplying: how far 
should we allow a machine to 
decide? How can we ensure 
traceability, accountability, and 
non-discrimination?

AIs will be used not only to 
attack or defend systems but 
to manipulate perceptions, 
spread personalized synthetic 
narratives, and generate falsi-
fied content that is indistingui-
shable from reality. Competing 
models will clash, one aiming to 
deceive, the other to detect. The 
line between truth and simula-
tion will blur. Society will enter 
an era of widespread algorithmic 
mistrust.

2 0 3 0  a n d  B e y o n d  :  E m o t i o n a l  A I  a n d  A u t o n o m o u s  I n t e l l i g e n c e2030 ...

C h a t G P T ’ s  v i s u a l  s u m m a r y  o f  t h e  t o p i c
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Intell igence vs AI 
t h e  n e w  f r o n t i e r

“The cybercriminal no 
longer writes code. 

He commands intelli-
gences like a general 

commands his troops”
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Gone are the days of sloppy phi-
shing campaigns or ransomware 
sent blindly to random inboxes. 
Today’s attacks are adaptive, 
deeply personalized, and dis-
turbingly convincing. Using AI 
trained on stolen internal do-
cuments, leaked emails, and 
online public interactions, it 
is now possible to generate 

spear phishing messages so 
realistic that even the most 
cautious employee would 
struggle to spot the deception. 

Artificial intelligence also al-
lows for the automation of com-
plex tasks that once required 
expert knowledge: scanning 
systems for vulnerabilities, tes-
ting thousands of passwords 
with advanced optimization 
techniques, injecting polymor-
phic malware to evade detec-
tion, or writing fully functio-
nal exploit code in seconds.
Tools like WormGPT, FraudGPT, 

The Frontlines of Cyberse-
curity are being redefined. 
often seen as a technical 

discipline reserved for network 
engineers and cryptography 
experts, cybersecurity is ente-
ring a new era, one shaped by 
the rise of artificial intelligence. 
What once served to optimize 
and automate is now becoming 
a weapon in its 
own right, used 
for both offense 
and de fense .
We are in the 
midst of a silent 
yet brutal transi-
tion: threats are 
no longer exclu-
sively human.
Attacks are no 
longer manual. 
And defenses 
can no longer 
afford to be pu-
re ly  react ive.

A r t i f i c i a l  i n -
tell igence, in its most ad-
vanced forms, now lies at 
the heart of the battlefield.
For the first time in cyberspace 
history, we are witnessing a 
striking reality: AIs designed to 
attack being hunted, blocked, 
or neutralized by other AIs. 
Machines no longer protect only 
humans, they now fight other 
machines. The rise of offen-
sive AI marks a turning point.

Cybercriminals, organized crime 
groups, and state-sponsored 
actors are increasingly exploi-
ting the capabilities of machine 
learning and generative models. 

and other unofficial AIs circu-
lating on dark web forums can 
now generate phishing scripts, 
malware templates, and bypass 
strategies with a level of fluidity 
and camouflage techniques that 
far exceed traditional means.

But perhaps the most radical 
shift is not in the sophistication 

of attacks, it is in 
their autonomy.

“Zero-click” at-
t a c k s ,  t h o s e 
r e q u i r i n g  n o 
human interac-
t ion  can  now 
be triggered by 
intelligent bots, 
executing cyber 
operat ions a t 
machine speed.

AI systems are 
n o w  c a p a b l e 
of identifying a 
vulnerability and 

deploying an exploit within the 
same second. Semi-autono-
mous models left to roam di-
gital spaces, social networks 
and messaging platforms can 
observe, analyze, and mimic 
human behavior, impersonate 
coworkers, and manipulate 
critical internal decisions. Hu-
man reaction time is no longer 
enough. Post-mortem analysis 
of an incident no longer pre-
vents it from happening again. 
The cybersecurity paradigm 
must undergo a radical shift. 

It is no longer about building walls, 
but about deploying counter-AI. Cy
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AI vs AI - CYBER-IT

11

T h e  n e w  f r o n t i e r 
o f  C y b e r s e c u r i t y  
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CYBER-IT - AI vs AI

Faced with the growing sophisti-
cation of offensive AI, major tech 
companies, intelligence agen-
cies, and cybersecurity firms are 
making massive investments in 
AI-driven defensive systems. 

These AI are not simply exten-
sions of existing tools, they have 
become entities of continuous 
monitoring, behavioral analy-
sis, prediction, and automatic 
response. 

By analyzing network traffic in 
real time, correlating billions of 
weak signals, and comparing 
millions of logs, these AI can 
detect suspicious activity before 
any damage occurs. Some even 
anticipate adversaries’ tactics, 
much like a chess game where 
every potential move is simu-
lated in advance. 

Defensive AI is no longer just an 
alarm, it has become a counte-
rattack force.

These systems, integrated into 
architectures such as XDR, 
rely on machine learning en-
gines continuously trained on 
real-world incidents. 

They learn from every breach, 
every attack, every anomaly. 
They no longer protect only 
systems but also identities, be-
haviors, and relationships. They 
can detect that an employee’s 
identity has been compromised 
based on a slight change in 
writing style, or that a server is 
under attack from an abnormal 
spike in activity lasting just mil-
liseconds. 

Sometimes, they react before 

human validation, isolating 
network segments, temporarily 
cutting access, or reconfiguring 
security rules.

But while AI enables defenders 
to respond faster, it also intro-
duces a new strategic challenge: 
algorithmic asymmetry. In a 
world where AI systems face 
one another, the strength of a 
system no longer depends on 
its infrastructure or rules but on 
the quality of its models and 
the richness of its training data. 
The ability of its algorithms to 
generalize unknown threats are 
now what determine superiority. 
Cyber warfare plays out in the 
invisible arena of data now. 

The side with the best com-
promise datasets, the most 
advanced simulation models, 

Building a strong defense

Responding within the same 
algor i thmic t imeframe as 
the attacker is the priority. 
At this stage, security models 
based on signature detection 
or traditional firewalls are be-
coming obsolete.

“The future of cyber doesn’t depend 
on our ability to write better rules, it 
depends on our ability to train better AI”
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AI vs AI - CYBER-IT

and the fastest adaptation cy-
cles holds the upper hand. This 
silent race is leading to the 
growing militarization of artifi-
cial intelligence in Cyber. Major 
powers, such as the United 
States, China, Russia, and 
Israel are secretly developing 
cyberdefense and cyberoffense 
AIs, some capable of launching 
automated disinformation cam-
paigns, remotely disabling criti-
cal infrastructure, or spreading 
autonomously within air-gapped 
systems.

The battlefield is global, de-
materialized, and for the first 
time, largely beyond the scope 
of human oversight. How far 
should an AI be allowed to go 
in making autonomous defense 
decisions, especially if those 
decisions include retaliation or 
even proactive strikes?

At what point can an AI be held 
accountable for a cybercriminal 
act?

What safeguards, international 
norms, or treaties need to be 
defined to regulate this new form 

of conflict? We are standing at 
the threshold of a new kind of 
law, an emerging framework 
for algorithmic warfare. Still in 
its early stage, but increasingly 
essential.

Meanwhile, companies do not 
have the luxury of waiting for 
international law to catch up.

They face discreet threats every 
day many of which are undetec-
table without intelligent tools. 
Most CISOs today understand 
that the future of their defense 
strategies is AI-driven.

But this shift raises tough inter-
nal questions:

-	 How do you train an AI 
without violating GDPR?

-	 How do you mitigate 
bias in models that could lead 
to massive false positives?

-	 How do you recruit talent 
capable of navigating cyberse-
curity, artificial intelligence, and 
the regulatory landscape, all at 
once?

Who has the best prediction 
capabilities? Who reacts the 
fastest? Who learns the most 
efficiently?

This is the new arms race. 
A digital Cold War. Invisible. 
Constant.

Cybersecurity is no longer a 
defensive discipline and the 
actors are no longer just human.

In cyberspace, AIs are already 
at war, and this is only the be-
ginning…

13
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Artificial intelligence is 
everywhere: in our mo-
bile apps, professional 
tools, and public services. 
But it’s far from flawless.

We remember the case of Uber’s self-driving car failing to detect a 
pedestrian outside of a crosswalk, of Google Photos labeling Black 
people as gorillas, or of Austria’s public employment service algorithm 
that systematically disadvantaged women applying for jobs in tech.

These failures all share a common root: biases embedded in the data used to 
train the models. Sometimes subtle, often unintentional, these biases can be 
identified and corrected, if we pay attention and apply rigorous methodologies.

It is precisely to prevent such abuses that the European Union intro-
duced the AI Act (short for Artificial Intelligence Regulation). This legis-
lation aims to regulate the use of AI, especially when deployed in high-
stakes settings, and to require companies to follow good practices in 
the development and ethical oversight of artificial intelligence systems.

T h e  A I  A c t  :  E u r o p e ’s  Re g u l a t o r y 
Framework for Artificial Intelligence
by Virginie Mathivet

One of the main criticisms to 
the AI Act is that it could hold 

back innovation by imposing admi-
nistrative and technical burdens on 
European companies, while their 
foreign competitors, particularly 
in the U.S. and China, operate 
in more relaxed or even non-
existent regulatory environments.

1. The regulation applies to 
a l l ,  even outs ide Europe

The AI Act applies to any AI system 
used within the European Union or 
that affects EU citizens regardless 
of the developer’s country of origin. 
An American or Chinese company 
wanting to market an AI solution 
in Europe will also have to comply 
with the regulation’s requirements. 

2. Regulation is becoming global

The EU is not alone. The United 
States, China, Canada, and the 

United Kingdom are also working 
on regulatory frameworks for AI, 
though their approaches may vary. 

A global awareness is emer-
ging: defining what makes AI 
“trustworthy” and regulating its 
use is becoming a diplomatic, 
industrial, and societal priority.

3.  Regulatory sandboxes 
f o r  e x p e r i m e n t a t i o n

To avoid hindering research and 
development, the AI Act provi-
des for the creation of regulatory 
“sandboxes.” These controlled en-
vironments allow companies to test 
innovative systems in real-world 
conditions without having to meet 
every regulatory requirement from 
the start. Innovation remains pos-
sible as long as it is supervised.

4 .  Requi rements  a l igned 
w i t h  b e s t  p r a c t i c e s

The AI Act’s demands are not ran-
dom: most of them reflect existing 
best practices already followed by 
companies who care about quality, 
safety, and ethics. A serious orga-
nization documenting its decisions, 
testing its models, and ensuring 
human supervision should have no 
trouble in meeting the compliance 
requirements. If a system cannot 
meet these standards, its strength 
and quality are worth questioning.

To remain relevant, the European 
Commission has committed to re-
gularly revising the regulation, to 
ensure it evolves with technological 
progress and real-world feedback

Is  the AI  Act slowing innovation ? 

CYBER-IT - AI Act
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A I  R i s k  M a n a g e m e n t  Fr a m e wo r k 

Unacceptable Risk

These are systems banned by 
default. They aim to manipu-
late behavior or enforce social 
control, such as real-time mass 
surveillance or citizen scoring 
systems.

High Risk 

These systems may threaten 
fundamental rights or the physi-
cal or moral safety of individuals. 
Examples include recruitment 
algorithms, judicial decision 
support tools, and systems 
deployed in education or health-
care. Such AI must comply with 
strict regulations and obtain 
official certification.

Limited Risk

These systems do not cause 
serious harm if they fail but inte-
ract directly with the public. Exa-
mples include conversational 
assistants and recommendation 
tools. The main requirement is 
transparency: users must be 
informed they are interacting 
with an AI. In some contexts, 
appropriate training may also 
be required.

Minimal Risk

These systems pose very low 
risks or are used in purely tech-
nical or internal contexts. They 
are not subject to specific re-
gulatory obligations, but best 
practices are recommended.

General purpose AI (GPAI)

Some systems, such as large 
language models (LLMs) like 
ChatGPT, can be applied across 
a wide range of uses, including 
critical contexts. The AI Act 
subjects them to a specific re-
gulatory framework.

When an artificial intelligence 
system is classified as high-risk, 
the AI Act imposes a series of 
strict requirements for safety 
and protecting the fundamen-
tal rights of European citizens.

Companies involved must ob-
tain European-level certification 
based on a file demonstrating their 
compliance with several technical 
and organizational obligations. 
Many of these requirements 
are based on best practices 
already applied in software en-
gineering and cybersecurity:

•	 R i s k  M a n a -
g e m e n t  f r a m e w o r k
Ident i f icat ion,  assessment, 
and mi t igat ion of  r isks as -
sociated with the AI system 
throughout its entire lifecycle.

•	 D a t a  G o v e r n a n c e
Management processes to gua-
rantee the quality, security, and 
confidentiality of data used for 
training, testing, and operation.

•	 Technical Documentation
The system must be fully docu-
mented, detailing its architec-
ture, objectives, development 
process, management of biases 
in datasets, as well as perfor-
mance and robustness metrics.

•	 E v e n t  L o g g i n g
Systems must keep detailed 
logs o f  the i r  operat ions to 
trace decision-making, iden-
t ify errors, or detect biases.

•	 User  Transparency
The AI must be clearly identi-

f iab le .  I t  shou ld  communi-
cate its limitations and inform 
users that errors may occur.

•	 Human Supervis ion 
A human operator must be able 
to monitor the system’s ope-
rations, ready for intervention 
at any time, and even override 
or block automatic decisions.

Most of these requirements are ins-
pired by quality standards already 
implemented in many organiza-
tions. For companies committed 
to responsible development, the 
AI Act should not be seen as a 
hurdle but rather as a structu-
ring and legitimizing framework.

Requirements for High risk AI systems 
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the data powering AI do not re-
sult in systems that discriminate 
against individuals based on 
characteristics such as gender, 
skin color, religion, disability, or 
sexual or political orientation?

This is one of the fundamental 
challenges raised by the deve-
lopment of artificial intelligence.

As artif icial intell igence 
gradually establishes it-

self across all areas of human 
life, a crucial question arises: 
how can we ensure that it is 
truly ethical and inclusive?

Developed from data and 
models  rooted in  imper -
fect human contexts, AI ine-
vitably inherits our biases, 
whether conscious or not. 

Designed to meet the needs of 
a target audience, it often tends 
to exclude those outside that 
group, thereby perpetuating 
existing forms of discrimination.

This issue is becoming more 
critical as AI becomes increa-
singly universal. Valued at 

$87 billion in 2021, the glo-
bal AI market could reach 
nearly $1.6 trillion by 2030.
 
From voice assistants to autono-
mous vehicles, recommendation 
engines, surgical robots, and 
customer relationship manage-
ment tools, AI is transforming 
practices, professions, and 
social dynamics. It is permea-
ting personal, professional, and 
even political decision-making.

Yet behind the apparent neutra-
lity of algorithms lies a deeper 
tension between the pursuit of 
economic performance and the 
imperative to preserve values of 
equity and justice. How can we 
ensure that the biases or seg-
mentation patterns embedded in 

Comment façonner une intelligence 
artificielle plus éthique et plus inclusive ?

16
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A Societal Challenge

Artificial intelligence is not all 
that “artificial”. As its develop-
ment accelerates at dangerous 
speed, so does the temptation 
to harness it for unprecedented 
forms of differentiation, preci-
sion targeting, and economic 
gain. The goal?  Greater growth. 
Greater competi t iveness.

Yet this progress comes with 
a deepening tension: on one 
side, the need for organiza-
tions and individuals to em-
brace diversity and advance 
inclusivity as a method to 
build a more equitable society. 

On the other, a global economic 
system that rewards and even 
fuels competitive behaviors, 
often at the expense of fairness.

Discrimination risks become a 
winning strategy. And that ten-
sion is only growing stronger. AI 
is capable of codifying, syste-
matically and systemically, the 
social norms and values of our 
digital world. This is one of the 
greatest challenges of our time.

AI  is  a l ready woven into 
the very fabric of our lives:

•	 V i r t u a l  a s s i s t a n t s 
handle basic  dai ly  tasks

•	 M a r k e t  r e s e a r c h 
is conducted by algorithms 
benchmarking competitors and 
generating detailed reports

•	 CRM systems ana-
lyze consumer behaviors, 
purchasing processes, and 
preferences with increasing 
intelligence, predicting what 
customers want before they ask

•	 Customer service is 
often managed by chatbots 
responding to the most com-
mon inquiries on websites

And this is just the begin-
ning. A rise of powerful ap-
plications is on the horizon:

•	 Autonomous vehicles, 
from bicycles and cars to 
t rains, planes, and ships

•	 Surgical robots assisting 
doctors in operating rooms

•	 C o n t e n t  c r e a t i o n 
(videos, music, articles) ge-
nerated entirely by machines

•	 Public policy decisions 
driven by data, with outcomes 
predicted by large-scale analytics

We are at a crossroads. Either 
we proactively use AI to reduce 
visible and invisible inequa-
lities on a scale never seen 
before, or we allow it to exa-
cerbate them just as broadly. 
The age of artificial intelligence 
is not one of half-measures. 
It demands clear intentions.

A  N e w  E r a  f o r 
H u m a n  L e a r n i n g

We humans are responsible for 
what machine learning, the foun-
dation of any AI, learns, how it 
learns, and what it fails to learn.
 
The way we teach machines 
shapes their understanding of 
the world and lies at the heart of 
21st century learning challenges. 

This requires us not only to 
continue advancing our own 
intelligence, but also to dee-

pen our understanding of 
how machines develop theirs.

Human and machine learning 
share many conceptual and 
technical obstacles, revealing 
an emerging convergence 
between biological cogni-
tion and artificial intelligence. 

The distinction between su-
pervised and unsupervised 
learning mirrors our own ways 
of acquiring knowledge: one 
guided by examples, the other 
driven by self-exploration.
 
Similarly, the difference between 
structured and unstructured 
learning reflects the challenge 
of  process ing organ ized 
versus raw or chaotic data.

Some models, such as “one-
shot” or “few-shot” learning*, 
attempt to replicate the human 
ability to learn from just one 
or very few examples. This 
contrasts with the “blink” learning 
described by Malcolm Gladwell, 
which relies on rapid intuition 
shaped by past experiences.

The tension between short- 
and long-term memory, and 
the trade-off between forget-
ting and information retention, 
is a core challenge both for 
neural networks and the hu-
man brain. “Zero-shot learning”, 
which involves generalizing 
without direct examples, draws 
a fascinating parallel with Crick 
and Mitchison’s “dream-for-
getting” theory, suggesting 
that REM sleep helps us dis-
card unnecessary memories.

Learning approaches, such as 
visuomotor paradigms rooted 
in physical interaction, echo 
human forms of embodied intel-
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A  M a t t e r  o f 
U n d e r s t a n d i n g

Even without projecting an AI 
capable of truly matching hu-
man emotions, there remains 
a fundamental dist inct ion 
between artificial and human 
intelligence: contextual unders-
tanding. Context is composed 
of numerous factors, some vi-
sible, others subtle, or nuanced. 

These weak signals are just as 
crucial to defining a situation. 
Given that context is in constant 
evolution, it will take time before 
AI systems are truly capable of 
grasping this level of complexity.

If we are to build the kind of AI 
that serves the common good, 
it must start with a clear vision. 
One that allows us to identify 
which tasks, are and will be, 
better performed by machines, 
versus those that remain hu-
man, and crucially, those that 
must continue to be performed 
by humans, no matter what.

The choices our societies make 
in designing the frameworks that 
define how AI is “intelligent” for 
humans will shape the future of 
humanity, not only in terms of 
innovation or the creation of new 
competitive advantages rewri-
ting market dynamics, but also, 
and more profoundly, in terms of 
the societal model we choose to 
pass on to future generations.

Too often, when we think about 
machine learning, our mental 
model frames it as a one-way 
process: we train the machine 
and equip it to learn across 
various domains on its own.

A deep transformation

Artificial intelligence is pro-
foundly reshaping the bond 
between humans and ma-
chines a bond that will beco-
me increasingly critical, and 
increasingly fascinating, to ex-
plore. In reality, this relationship 
is already going two ways.

Which raises the question: What 
can machine intelligence teach 
us to help us improve in what we 
do as human beings? We will 
need to learn to think differently 
about many things, in order to 
make machines do the very 
tasks that would be humanly 
difficult, if not impossible, for 
us to perform in the same way. 
At the same time, AI will give 
us the chance to learn and 
train in fields where expertise 
today can only be acquired 
through years of sustained effort 
and where peak performance 
has so far been achieved only 
through human execution.

If AI and the recommendations 
it produces open unexpected 
opportunities to improve not 
only our own intelligence but 
also the nature of our rela-
tionships, even emotional at-
tachments with machines, it also 
raises delicate questions about 
corporate social responsibility 
(CSR). At what point does AI’s 
decision support apply such 
influence that it silently begins 
making decisions for humans?

"  T h i s  c o m -
plex question 
is already at 
our doorstep "

ligence. Likewise, multisensory 
integration combining auditory, 
visual, and kinesthetic cues il-
lustrates the richness of holistic 
learning, both in humans and 
in certain neural architectures.

As we learn how machines 
learn, we are also uncovering 
entirely new ways of learning 
that had not yet been explored 
or even imagined. These may 
very well redefine the norms of 
how we, as humans, approach 
learning, pushing the bounda-
ries of human intelligence. But 
let’s be clear: intelligence is 
not the same as knowledge. 
Getting more knowledge is 
a necessary condit ion for 
expanding our intelligence. 

True human intelligence is about 
our capacity to question, to 
challenge the status quo, to be 
more curious, and to generate 
new questions that reshape 
what we believe we know 
and who we believe we are.

In reality, artificial intelligence is far 
less intelligent than we imagine.

* In one-shot and few-shot 
machine learning, the model 
trains on a few examples. 

Zero-shot learning takes it 
a step further, making pre-
dictions without any prior 
examples from the target 
category in the training data
.
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The answer will depend on 
many factors, including how 
vulnerable society perceives 
each of us to be at a given 
moment in our lives, under 
specific circumstances. And 
those perceptions can vary 
as widely as the individuals 
themselves. That is why any 
AI-powered application, device, 
or technology will need to offer 
explicit clarity on the limits of 
the parameters an algorithm 
considers and those it does 
not along with the potential im-
plications that could pose risks 
to oneself or to others. This is 
essential to ensure responsible 
AI usage, and to prevent mi-
suse or even prohibited use.

AI forces us to meet the 
challenge of making it explai-
nable, to everyone, about the 
causes behind its outputs, so 
that it can guide decisions that 
will increasingly affect our li-
ves and society as a whole. 
Even though, we humans are 
not always capable of fully ex-
plaining the reasoning behind 
our own decisions in a way 
that would be universally un-
derstood and entirely accurate.

Toward a Trust Economy

AI is set to change the value 
of work. Some even fear it 
could replace humans alto-
gether. While the idea of a sci-
fi-style AI overtaking humanity 
like “the Terminator” remains 
pure fiction, there is one stan-
dard the digital society must 
acknowledge: AI may outper-
form humans in certain tasks, 
but it is neither better, nor will 
it ever be better, at all tasks.

With AI’s rise, we are experien-
cing a shift from a knowledge 
era to a trust era. This transfor-
mation is driven by the demand 
for greater predictability, accu-
racy, and efficiency and also, by 
the need for greater fairness, 
transparency, and sustainability.

For the future of knowledge 
workers, digital technology 
and AI in particular will bring 
about five major changes. Each 
will disrupt society to varying 
degrees, depending on the 
prevailing nature of work and 
the perceived value of work 
in each region of the world.

1.	 The primary source of 
anxiety, largely fueled by pop 
culture’s portrayal of AI is the 
fear of jobs disappearing. This 
is nothing new. Previous indus-
trial revolutions have already 
brought similar situations.

2.	 Then, some jobs will 
evolve with the help of artificial 
intelligence. Again, this isn’t an 
unprecedented phenomenon. 

3.	 Next come the pro-
fessions which will evolve 
into so-called “tech jobs.”

4.	 And finally, there are 
jobs that are now hard to 
even imagine, because they 
respond to societal needs 
we barely understand today.

5.	 But let’s not be naive: AI’s 
development is already driving 
the rise of precarious job posi-

tions, jobs created to compen-
sate for AI’s current limitations. 

For example, the invisible wor-
kers who tirelessly label vast 
amounts of data, performing 
highly repetitive tasks to help 
AI learn and to ensure that 
unacceptable content is blocked 
on the platforms we use, be-
cause it breaks the law. The 
long-term exposure to such 
content can take a serious toll 
on these workers’ mental health.

Which of these AI-dr iven 
changes will have the big-
gest impact on the future of 
work? It’s hard to predict. But 
while AI is not the only force 
reshaping our century, it’s clear 
that the choices remain ours. 

Artificial intelligence itself has no 
ethics beyond ours. Our ethical 
principles are, ultimately, part 
of the functional requirements 
encoded into AI, embedding 
the biases we intellectually 
own. In a way, AI inherits the 
ethical DNA of its creators.

Making the invisible codes 
of our societies visible is li-
kely one of the most trans-
formative advances AI will 
enable humanity to achieve.

This unprecedented transpa-
rency, exposing the unsaid and 
unwritten, will foster greater 
equality and profoundly redefine 
society’s demand for justice.

It also offers a chance to ensure 
that the AI systems interac-
ting with us become the pro-
duct of collective intelligence, 
and at best, a vessel for the 
richness produced by the sy-
nergies of human diversity, 
in all its forms of intelligence.
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The improvement of our in-
telligence through machines 
will always confront us with 
the existential question of the 
human cause we assign to 
this intelligence’s mission.

We must therefore strive to 
make “artificial intelligence” 
an intelligence technology ins-
pired by the very best of our 
humanity excluding all the dar-
ker sides of human nature.

This is perhaps the most confu-
sing, yet crucial question for 
humanity’s future. It’s an ethi-
cal challenge that only our 
humanity can answer, conti-
nuously and responsibly, to build 
the future we want to live in.



La
 c

yb
er

 e
st

 u
n 

m
ar

at
ho

n 
pa

s 
un

 s
pr

in
t !

21

Guide de l'utilisation de l'IA - CYBER-IT

21



Cy
be

r i
s 

a 
m

ar
at

ho
n 

no
t a

 s
pr

in
t !

22

CYBER-IT - Cyber resilience

CYBER RESILIENCE & ARTIFICIAL INTELLIGENCE: 
PREVENTING THE INCIDENT BEFORE IT OCCURS 

In the current digital landscape, 
AI is both an asset and a threat
Cybercriminals are already using it at scale to 
stage attacks with a level of sophistication we’ve 
never seen before. But today, cybersecurity 
teams can tap into the very same tools to push 
back. A silent revolution is taking place, one that 
is fundamentally transforming our ability to 
anticipate, detect, and neutralize cyber threats.
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Offensive AI: A Threat 
g o i n g  I n d u s t r i a l 

The attackers’ arsenal is ex-
panding daily thanks to AI. 
Ultra-realistic deepfakes can 
now compromise the identity 
of senior executives with sur-
prising accuracy, turning “CEO 
fraud” into highly convincing 
operations. Today, just a few 
seconds of voice recording are 
enough to generate a perfec-
tly imitated phone conversa-
tion, capable of deceiving even 
the most vigilant employees.

Polymorphic malware, gene-
rated by malicious language mo-
dels (DarkLLM), evolves conti-
nuously to evade even the most 
advanced EDR/XDR detection 
capabilities. This industrializa-
tion of cyber threats presents 
an unprecedented challenge. 
Where a cybercriminal used to 
spend weeks crafting a credible 
social engineering scenario, 
AI now enables them to auto-
mate, personalize, and launch 
large campaigns. Until recently, 
this asymmetry seemed de-
cisively in favor of attackers.

Yet, the same artificial intel-
ligence that rightly concerns 

cybersecurity professionals also 
represents their most powerful 
ally as it is able to multiply their 
efficiency. This transformation 
impacts the entire ecosystem 
from risk governance to the 
most technical aspects of cy-
ber defense, fundamentally 
redefining resilience strategies 
and shifting cybersecurity from 
a traditionally reactive posture 
to a truly proactive discipline.

An improved ,  more 
agile & precise GRC

Governance, Risk, and Com-
pliance (GRC) have traditionally 
been time-consuming domains, 
requiring complex processes, 
numerous stakeholders, and 
substantial human expertise 
to assess, evaluate, and ma-
nage the many dimensions of 
cyber risk. AI is revolutionizing 
this approach, offering analy-
tical, processing, and produc-
tion capabilities far beyond 
those of conventional methods.

T h i r d - P a r t y  R i s k  M a -
nagement ,  Re invented

Third-Party Risk Management 

Christophe Longuepez is an entrepreneur and 
cybersecurity expert with 15 years of experience.

He specializes in artificial intelligence and its impact on 
the cyber ecosystem from the evolution of threats to 
the secure use of AI, as well as leveraging AI technolo-
gies to strengthen organizational resilience against risks.

A B O U T   T H E  A U T H O R

(TPRM) perfectly illustrates 
this shift. Until now, mana-
ging risks related to suppliers, 
partners, and external providers 
was often a complex process: 
lengthy questionnaires, non-
existent assessments, and ir-
regular security follow-ups…

AI changes the equation, al-
lowing active and continuous 
monitoring of these risks, 
aligned with NIS2 requirements. 

Algorithms now analyze, in 
real time, the attack surface 
of third-party partners, auto-
matically examining their cer-
tifications and their evolution, 
continuously assess the strate-
gic importance of each partner 
within the value chain, and 
detect weak signals or any si-
gnificant changes that could in-
dicate an imminent compromise.

This ongoing monitoring trans-
forms what was traditionally a 
bureaucratic process into a truly 
proactive approach, allowing 
risks to be anticipated and mi-
tigated as early as possible.

This is especially relevant gi-
ven that 93% of organizations 
surveyed by the CyberRisk 
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Alliance reported having suffe-
red at least one indirect attack 
through a third-party supplier.

Cyber  Risk Quant i f ica-
tion: From Art to Science

For a long time, cyber risk 
assessment has navigated 
between subjective estimation 
and expert intuition, resulting 
in many cognitive biases and 
poorly reproducible evaluations.

AI brings a scientific dimen-
sion to th is discipl ine by 
cross-referencing thousands 
of variables technical vulne-
rabilities, business context, 
incident history, threat intelli-
gence, and human and orga-
nizational factors, to generate 
quantified, objective scenarios.

This revolution finally allows 
CISOs and executives to:

•	 Precisely quantify their risk 
exposure using reliable metrics
•	 Prioritize threats ac-
cording to their real potential 
impact on business operations
•	 Justify security invest-
ments  recommendat ions 
to executive management
•	 Measure performance 
with objective tangible indicators

Generative AI takes this logic 
even further by transforming 
strategic planning. It facilitates 
the creation of coherent cyber-
security roadmaps by analyzing 
organizational, budgetary, and 
technical constraints to propose 
optimized sequences of actions.
By evaluating the cost-be-
nefit ratio of each proposed 
cybersecurity measure, i t 

identifies the most efficient 
investments, the ones that 
maximize security gains for a 
given time and financial effort.
This technological break-
through transforms cyberse-
curity strategy development 
into an objective, data-driven 
process, enabling organizations 
to deploy their cyber strate-
gies in a complex environment.

Overcoming Constraints 
t o  U n l o c k  A g i l i t y

Integrating security into pro-
jects the well-known security 
by design is often perceived 
by business teams as a major 
constraint: extended deadlines, 
unclear requirements, siloed 
processes, and guidelines 
seen as disconnected from 
the project’s operational reality.

This traditional, largely manual 
model has now reached its 
structural limits due to a lack 
of suitable tools and insuffi-
cient specialized personnel.

AI radically changes this equa-
tion. From the earliest stages of 
a project, it enables automation 
of security qualification, a cri-
tical step often neglected due 
to lack of time or expertise.

By dynamically and continuously 
analyzing the core elements of 
a project, target architecture, 
types of data processed, func-
tional scope, exposure surface, 
external dependencies, tech-
nologies used, even some-
times without explicit manual 
input, AI models automatically 
identify sensitive points and 
assess their level of criticality.
This work relies on proven bu-

siness risk matrices, recognized 
frameworks (ISO 27001/27005, 
NIST, OWASP…), and detailed 
internal records (security in-
cidents, past audit results).

Building on this foundation, 
specialized machine learning 
models or LLMs trained spe-
cifically on security challen-
ges, assess the risk level 
of each identified element.

For example, they can highlight: 

-	 GDPR requirements 
and HDS obligations put in 
place from the early phase 
of any project handling per-
sona l  o r  sens i t i ve  da ta .

-	 A  p u b l i c l y  e x -
posed API with weak au-
thentication mechanisms.

-	 A bus iness-c r i t i ca l 
project whose application 
maintenance is handled by 
an external provider who ne-
ver got assessed properly. 

-	 Misconfigured cloud ser-
vices, such as a public S3 bucket 
with a hardcoded API key, auto-
matically classified as critical.
Yet, the true differentiating va-
lue of AI lies in its ability to 
ensure continuous, measurable 
security throughout the en-
tire lifecycle of the project.

1-	 A u t o m a t e d 
C h a n g e  C o l l e c t i o n

Every configuration, cloud se-
tup, or architectural change 
instantly triggers a contextual 
re-evaluation of the risk level. AI 
proactively identifies unplanned 
or critical modifications, such 
as undocumented port ope-

1
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nings, unencrypted storage, or 
unsolicited privilege escalation 
before they can be exploited.

2-	 D y n a m i c  R e -
q u i r e m e n t s  U p d a t e s

AI  ad jus ts  the  necessa -
ry security controls in line 
with project evolution, regu-
latory changes, or updates 
to internal security policies. 

3-	 Real-Time Dashboards

Within their respective scopes, 
Product Owners and CISOs 
benefit from precise, up-to-date 
visibility on implemented mea-
sures, identified discrepancies, 
and ongoing corrective actions.

This approach radically trans-
forms traditional cyber secu-
rity resilience. Security is no 
longer a one-off process made 
of manual checks or a delive-
rable at the end of the project 
cycle, it becomes an ongoing 
continuously monitored, ob-
jectively measurable process, 
implemented into modern 
Agile and DevOps practices.

A  n e w  e r a  o f  C y -
ber  defense:  speed 
and Intel l igence for 
s h a r p e r  d e t e c t i o n

While AI is reshaping risk go-
vernance, its most spectacular 
potential emerges in operatio-
nal cyber defense. Detection, 
analysis, and incident response 
are experiencing a remarkable 
leap forward, delivering unpre-
cedent efficiency and speed. 

B e y o n d  S i g n a t u r e s

Traditional detection systems 
rely on identifying known threats 
through signatures or prede-
fined patterns, an inherently 
limited approach when facing 
unknown threats, zero-day at-
tacks, or polymorphic malware.

AI in t roduces behaviora l 
analysis, breaking through 
these historical limitations. 

Machine learning algorithms 
build a baseline of normal ac-
tivity for every system com-
ponent, users, applications, 
network flows, and data ac-
cess. Any significant deviation 
from these patterns triggers 
an alert, enabling the detec-
tion of zero-day exploits that 
conventional tools would miss.

This behavioral approach is 
effective against Advanced 
Persistent Threats (APT), 
which aim to remain furtive 
within information systems. 
AI detects the weak signals 
betraying an attacker’s pre-
sence, even when they perfec-
tly mimic legitimate behavior.

Empowering human exper-
tise where it matters most 

S e c u r i t y  O p e r a t i o n s 
C e n t e r s  ( S O C s )  a r e 
drowning in security alerts.

Far from strengthening overall 
protection, this flood of infor-
mation overwhelms analysts, 
leading to cognitive fatigue 
and making it harder to sepa-
rate truly critical threats from 
the countless false positives.

AI is becoming a decisive 
ally here, allowing intelligent 
pre-qualification of alerts, pro-
viding contextual guidance for 
diagnosis, and suggesting re-
levant investigation scenarios, 
all prioritized by the actual se-
verity of the detected events.

Innovative startups such as 
Qevlar AI in France are de-
veloping particularly promi-
sing solutions in this emerging 
market for AI-powered SOCs, 
showcasing the transforma-
tive potential of this approach.

AI agents systematically analy-
ze the multidimensional context 
of each generated alert, consi-
dering the criticality of the assets 
involved, the exact nature of 
the threat, detailed history of 
similar incidents within the or-
ganization, and temporal/logical 
correlations with other events 
in the information system. 

This contextual assessment 
allows incidents to be priori-
tized automatically according 
to their real risk, directing ana-
lysts toward genuinely critical 
threats and optimizing time 
allocation for complex inves-
tigations, decision-making, 
and even crisis management.

F r o m  D e t e c t i o n 
t o  N e u t r a l i z a t i o n

Speed of reaction is a deci-
sive factor in limiting the im-
pact of a cyberattack. Eve-
ry minute counts when an 
attacker is moving metho-
dically through an informa-
tion system, expanding their 
control, escalating privileges, 
and exfiltrating sensitive data.

2

3
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In  th is  h igh-s takes  race 
against the clock, AI acts as 
a critical technological force. 

As soon as a confirmed threat 
is identified, it can help deter-
mine the most effective coun-
termeasures, isolating com-
promised machines, blocking 
malicious communications, 
revoking suspicious access, and 
preserving forensic evidence.
This automated orchestration 
can reduce reaction times 
from hours to a few seconds.

To w a r d  a d v a n c e d , 
coordinated and intel-
l igent cybersecurity 

AI does not replace human 
expertise, it amplifies it. It au-
tomates low-value tasks, frees 
time for strategic analysis, and 
acts as a nervous system ca-
pable of detecting, adapting, 
and responding to every trigger.

The near future looks even 
more promising with the rise 
of standardized protocols such 
as the Model Context Protocol 
(MCP) actively supported by 
major technology players in-
cluding Google, CrowdStrike, 
Cloudflare, Wiz, and Okta. 
These technical standards 
will pave the way for native, 
seamless communicat ion 
between distributed AIs, brea-
king down the silos of traditio-
nally isolated security solutions.

In practical terms, this evolution 
means an intrusion-detection AI 
(like an EDR-endpoint detection 
and response system) could 
communicate directly and in 
real time with an identity-and-ac-

cess-management AI, auto-
matically and contextually 
adjusting user privileges accor-
ding to the detected risk level.

In paral lel,  intel l igent cy-
ber-threat-intelligence systems 
will instantly and automatically 
feed incident-response play-
books, creating a truly or-
chestrated, adaptive, and re-

silient defensive ecosystem.

This interconnected and partially 
automated defense system pa-
ves the way for a cybersecurity 
that is finally truly up to the 
challenge of today’s threats: col-
lective, real-time, data-driven, 
and o rches t ra ted  by  A I .

Deployment challen-
g e s :  t o w a r d  r e s -
ponsible integration

This transformation does 
not come without significant 
challenges. Implementing AI 
in cybersecurity raises critical 
questions: acquisition and de-
ployment costs remain signi-
ficant, the required technical 
expertise is still very limited 
in the market, and the risks of 
bias or mass false positives 
demand constant vigilance.

Organizations also have to 
balance security concerns with 
data privacy requirements, espe-
cially in highly regulated sectors 
such as healthcare and finance. 

AI systems themselves can 
create new attack surfaces due 
to their technical complexity and 
the variety of data they handle.

For example, model poisoning 
involves injecting malicious 
data during training to alter 
the model’s behavior. Prompt 
injection manipulates a model’s 
functioning by tampering with 
natural language instructions, 
typically to exfiltrate data. Ano-
ther critical scenario involves 
systems based on Retrieval 
Augmented Generation (RAG), 
which rely on external document 
repositories to improve their 
responses, these can become 
targets of supply chain attacks 
if their information sources are 
compromised or manipulated.

These emerging threats are now 
systematically documented in 
the MITRE ATLAS framework 
(Adversarial Threat Lands-
cape for Artificial Intelligence 
Systems), an extension of the 
well-known MITRE ATT&CK 
framework, which catalogs 
the tactics, techniques, and 
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procedures (TTP) malicious 
actors use to target AI systems.

Recla iming  Contro l 

Tomorrow’s cybersecurity 
will not be a rigid, centra-
lized control tower, nor just a 
patchwork of disconnected 
tools. Instead, it will be built 
on a unified data architecture, 
analyzed and orchestrated 
by artificial intelligence, with 
humans guiding the process 
according to the principle: 
“AI works, humans think.”

This shift marks a decisive 
turning point. After years of 
reactive security, organiza-
tions finally hold the keys 
to a new kind of cybersecu-
rity, one that can anticipate 
threats, realistically assess 
risks, and respond to challen-
ges with practical precision.

More than just a technolo-
gical shift, this represents a 
change in mindset, an oppor-
tunity to fundamentally rethink 
a resilient and sustainable 
approach to cybersecurity, 
fully aligned with the com-
plexities of today’s society 
which is constantly evolving. 

christophe Longuepez

"L’IA ne remplace pas 
l’expertise 

humaine : elle l’amplifie "
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Today, France and Europe 
stand at a decisive cross-

roads in the global race for ar-
tificial intelligence. The geopo-
litical climate, marked by rising 
tensions and fragile alliances, 
is pushing Europe to rethink 
its technological autonomy. 

For France, this sovereignty 
is much more than a strategic 
issue, it is a matter of national 
security, economic competi-
tiveness, and freedom of ac-
tion in the face of major forei-
gn powers. Cyber threats have 
never been more significant. 
The latest 2024 ANSSI (French 
national Cybersecurity Agen-
cy) report on the state of cyber 
threats, paints a troubling pic-
ture: increasingly destructive 
ransomware attacks causing 
paralysis in numerous hospi-
tals, companies, and govern-
ment bodies. Additionally, an 
increase of malicious activities 
targeting high-profile events.

The Paris 2024 Olympic and 
Paralympic Games drew the 
world’s attention to France, 
creating a prime target for 
cybercriminals often driven 
by political motives. Notable 

incidents include espionage 
attempts, disinformation 
campaigns, and sabotage 
efforts, numerous opportu-
nities to test local resilience.

Besides, a sensitive politi-
cal context, with upcoming 
European and legislative 
elections, has highlighted 
how cybersecurity is a cru-
cial pillar of national security. 

To face extraordinary and in-
creasingly automated threats, 
France and Europe must 
rely on technologies ful-
ly under their control. This 
means developing soverei-
gn AI models, trained and 
hosted on infrastructures that 
are independent of Ameri-
can or Chinese tech giants.

A Growing Awareness

New European directives such 
as DORA and NIS2 already 
encourage companies to im-
prove their resilience and im-
plement solid continuity plans. 
However, this requirement 
remains incomplete, and the 

promise of sovereignty is still 
fragile without European so-
lutions to securely store and 
process data or train AI mo-
dels.

Aware of these major challen-
ges, French President Em-
manuel Macron announced a 
€109 billion investment plan, 
in February 2025 at the Glo-
bal Summit on Artificial Intelli-
gence. 

This funding is intended to 
support research and foster in-
novation, but above all, to help 
build sovereign infrastructures 
capable of competing with to-
day’s dominant American plat-
forms. 

Beyond economic compe-
tition, this plan also aims to 
reduce dependence on forei-
gn technologies, which are 
often seen as potential risks 
to the security and protection 
of sensitive data. Significant 
new industrial initiatives have 
also been announced recently. 
Among them are new projects 
from the French startup Mistral 
AI, which has quickly become 
a key player in generative ar-

CYBER-IT - Strengthening Europe’s Cybersecurity Future

TOWARD SOVEREIGN AI MODELS: 
STRENGTHENING EUROPE’S CYBERSECURITY FUTURE 
by Maëva Astorga
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tificial intelligence in Europe. 
Founded by Arthur Mensch, 
Mistral AI has announced the 
development of a European 
cloud infrastructure dedicated 
to AI, called Mistral Compute, 
in partnership with Nvidia, the 
global leader in specialized AI 
graphics chips.

Officially unveiled during the 
latest edition of the European 
innovation fair VivaTech, the 
Mistral Compute platform will 
be distinguished by its ar-
chitecture, which is entirely 
hosted and managed in Eu-
rope, ensuring local control of 
data.
To provide the necessary 
computing power, the pro-
ject relies on a fleet of 18,000 
Nvidia GB200 chips, a very 
high-performance standard. 
Nvidia supplies the essential 
hardware, while the software 
and operational components 
will remain under European 
control, managed by Mistral 
AI.

This collaboration highlights 
how technological sovereignty 
is a complex balancing act to-
day. Indeed, Europe does not 
yet possess all the industrial 
capabilities to produce such 
advanced components itself, 
forcing it, for the time being, to 
maintain partnerships with fo-
reign players.

Technological sovereignty in 
AI cannot be conceived as to-
tal independence. 

Today, the digital industry is ful-
ly globalized and interconnec-
ted. States are not able to fully 
control all the necessary com-
ponents for software, servers, 
or cloud services deployed. 

This global interdependence 
makes the question of digital 
sovereignty even more strate-
gic.

However, this hardware de-
pendence does not diminish 
the sovereign dimension of 
the project, which focuses on 
software mastery, secure data 
processing, and ensuring in-
frastructure compliance with 
European security and confi-
dentiality requirements.
This project firmly establishes 
Europe as a key player in this 
new era of technological go-
vernance.

Building sovereign AI models 
is much more than a techno-
logical issue. Having AI tools 
designed and controlled local-
ly guarantees better resilience 
against cyberattacks by limi-
ting risks related to integrating 
foreign components.

This sovereignty will also re-
duce dependence on foreign 
suppliers, who are often sub-
ject to geopolitical pressures 
which could expose Europe’s 
critical infrastructures to new 
vulnerabilities and manipula-
tions.

French and European indus-
trial players have already ex-
pressed interest in accessing 
sovereign infrastructures such 
as Mistral Compute, with ini-
tial deployments expected as 
soon as 2026.

Local technological mastery 
is a crucial factor for compe-
titiveness and security in our 
rapidly evolving digital world.

The French approach, led by 
Mistral AI, confirms a realistic 

strategy based on the desire 
to build progressive autonomy. 
Artificial intelligence has beco-
me an essential ally for cyber-
security today, capable of an-
ticipating and mitigating new 
threats, often highly sophisti-
cated and orchestrated at the 
international level. 

A sovereign AI infrastructure to 
ensure trust in our European 
systems is a priority. We must 
guarantee the continuous 
protection of data and main-
tain effective control over the 
technologies used in Europe’s 
strategic sectors.
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Damien Bancal is an internationally 
recognized cybersecurity expert.
 
He has established himself as a 
leading figure in the field. In 1989, 
he founded ZATAZ, contributing si-
gnificantly to raising awareness and 
protecting internet users against 
cyberattacks. He is the author of 
several books as well as hundreds 

of articles exploring various aspects 
of hacking and data protection.

Damien has received the Spe-
cial Book Prize at FIC/InCyber 
2022. He was a finalist in the 
inaugural North American Social 
Engineering CTF in 2023 and 
won the Social Engineering CTF 
at HackFest 2024 in Canada.

By DAMIEN BANCAL

His work has also been widely 
acknowledged by the international 
press, including the New York Times, 
which highlights not only his exper-
tise but also his inspiring career.

Palisade Research has pu-
blished a groundbreaking 

report on the potential of AI in 
offensive cybersecurity. For 
the first time, autonomous 
agents based on artificial in-
telligence models were inte-
grated into international Capture 
The Flag (CTF) competitions, 

where participants tackle 
real-world hacking challenges.

The results were impressive: 
in some cases, the AIs ranked 
among the top 5% of human 
competitors. The study sug-
gests that AI’s true capabili-
ties can only be fully revealed 

in open, collaborative, and 
competitive environments.

These experiments could rede-
fine how AI’s potential is eva-
luated and audited worldwide.

AI & the Global elite 

WHEN AI CHALLENGES 
HACKERS

CYBER-IT - When AI challenges Hackers
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The report published in May 
2025 marks a turning point 
in cybersecurity history. 

For the first time, AI agents 
participated autonomously 
in Capture The Flag (CTF) 
tournaments, where hacking 
skills are put to the test.
These well-known competi-
tions gather thousands of par-
ticipants who face challenges 
in cryptography, code ana-
lysis, reverse engineering, 
and vulnerability exploitation.

Over the past three years, AI has 
made a strong entry into CTFs. 
For example, in 2024, AI was in-
cluded in the Social Engineering 
CTF at Def Con in Las Vegas 
and at the Hackfest in Quebec.

During the "AI vs Humans" tour-
nament, agents designed to 
operate without human interven-
tion ranked within the top 5% of 
participants. Even more impres-
sively, at the "Cyber Apocalypse" 
competition, which featured over 
8,000 professional teams, AI 
agents ranked in the top 10%.

These results are surprising, 
especially given that they were 
achieved in real-time competi-
tion settings. Such performances 
confirm recent findings from 
multiple researchers: current 
language models, when proper-
ly configured, can compete with 
human experts on technical pro-
blems lasting up to 60 minutes.

The central idea behind 
this experiment is straight-
forward: internal lab tests 
consistently underestimates 
the real potential of AI systems.

In certain challenges, 
AI solved some tasks 
within minutes. It 
would typically require 
an experienced hu-
man close to an hour 
to complete them. 

To address this, researchers ap-
plied a crowdsourcing principle, 
allowing external teams to take 
control of AI agents and integrate 
them into open competitions. 

This evaluation method, descri-

bed as an "elicitation method," 
aims to unleash the system’s 
full potential by exposing it 
to unpredictable scenarios in 
high-pressure environments.

The goal is also to bridge what 
the authors call the "evals gap", 
the difference between stan-
dardized test results and the 
performance AI can reach in 
dynamic, real-world contexts.

Unlike closed benchmarks, 
CTF competitions offer a va-
riety of problems, genuine un-
certainty, and a time dimension, 
key factors in assessing the 
skills of autonomous systems.

AI agents performed particularly 
well in cryptography and reverse 
engineering, two fields requiring 
logical rigor, binary manipula-
tion, and systematic exploration.

These outcomes hint at appli-
cations in automated security 
testing and advanced vulnera-
bility detection.

Towards Public and 
Transparent Auditing

Beyond the technical re-
sults: how can we assess the 
growing capabilities of AI?

Until now, evaluations have 
mostly been conducted by 
companies themselves, wit-
hin closed environments and 
under opaque protocols. This 
lack of transparency becomes 
problematic as AI systems gain 
more power and autonomy.

The report’s authors advocate 
for the systematic integration 
of “AI tracks” within existing 
competitions. By including 
autonomous AI agents under 
the same conditions as hu-
man players, organizers can 
observe their performance 
within a rigorous, competitive, 
and reproducible framework.

This approach could raise 
awareness among policyma-
kers, regulatory agencies, and 
tech companies. Ultimately, 
the authors suggest this kind 
of mechanism could evolve 
into a form of “challenge-based 
certification”, a process where 
AI is not judged by internal 
metrics, but by its ability to 
solve real-world problems in a 
controlled yet open environment.
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CYBER-IT - Quand l'IA défie les hackers

When AI becomes 
your CTF teammate

AI’s strong emergence in cy-
bersecurity and Capture The 
Flag (CTF) competitions is not 
new. For years now, I’ve ob-
served AI making its way into 
ethical hacking contests, from 
the European Cyber Cup (held 
during the In-Cyber forum), to 
Quebec’s Hackfest, and Paris’s 
LeHack, sparking a new reflex 
among participants: collabo-
rating hand-in-hand with AI.

A real example: in October 
2024, during the Social En-
gineering CTF in Quebec, a 
competition I was privileged 
to win, one challenge required 
using ChatGPT to craft a cre-
dible attack scenario. This was 
clear proof that AI has defini-
tively rooted itself in the reality of 
CTFs and cybersecurity training.

After all, hackers have been 
exploiting AI heavily for mon-
ths. It would be reckless if de-
fenders did not do the same.

But what does this look 
like on the ground? Here 
are two personal stories:

Valentine, 22: “AI is 
my night shift partner.”

A second-year master’s stu-
dent in cybersecurity, Valen-
tine (pseudonym) can no lon-
ger imagine working without AI: 
“AI is my night partner when 
I’m reviewing labs” she says. 

It started simply, summarizing ar-
ticles or generating Bash scripts. 
But quickly, the tool took on a 
new role in her daily life: “When 

I do reverse engineering or have 
to analyze malware in Python 
or PowerShell, I use an agent 
I trained to detect typical mali-
cious script patterns. It explains 
code to me, line by line, gives 
detection clues, and even sug-
gests payloads to test in isolated 
environments. It’s like a patient 
mentor... who never sleeps.”

Yet Valentine remains clear-
headed: “It’s not a magic short-
cut. I still have to understand 
what I’m doing. But AI helps 
me ask the right questions, 
save time, and develop my 
cyber analyst instincts faster.”

Valentin, in his thirties: “My 
bots do the work while I think.”

I met Valentin (pseudonym) 
during the summer LeHack 
event. A veteran of platforms 
like Hack The Box and Root-
Me, he has long integrated AI 
into his offensive routine: “Why 
waste time brute-forcing a se-
rialization format when AI can 
decode it for me?” For him, 
every saved second is a win: 
“On a web challenge, AI spots 
an XPath injection or an SSRF 
that would have taken me 15 
minutes to test manually.” He 
even gave his agents a nick-
name: “I call them my ‘follower 
bots.’ When I start a challenge, 
I configure them to scan code, 
identify entry points, and ge-
nerate basic exploits. Then I 
focus on the challenge’s logic.”

Like Valentine, he mentions a 
key point: “The goal isn’t to cheat 
or let AI play for me. It’s about 
speeding up mechanical phases. 
AI gives me a decoding script 
for a protobuf (protocol buffer) 

or an obfuscated ZIP file, and I 
keep a clear mind for strategy.”

"Every CTF is a win. 
We Learn. We share"

AI vs Humans: 
closing the gap 

These testimonies strongly re-
sonate with the report “Evalua-
ting AI Cyber Capabilities with 
Crowdsourced Elicitation.” The 
study reveals that AI integration 
in CTF, notably in recent com-
petitions like AI vs Humans CTF 
(March 2025, Hack The Box) 
and Cyber Apocalypse, which 
gathered over 8,000 teams, is 
reshaping the game. In these 
events, AI was not just a gim-
mick, it ranked in the top 5% ove-
rall. Four out of seven AI agents 
solved 19 out of 20 challen-
ges. Their speed now rivals 
that of the best human teams. 

Valentin was right: AI is an 
efficient teammate, able to 
quickly suggest the most 
promising attack vectors.

However, the study also mode-
rates AI’s effectiveness. Artificial 
Intelligence is, in a way, “lazy.” It 
excels at tasks that would take 
a human more than an hour 
of effort but struggles with in-
teractive challenges or those 
requiring multi-step strategies. 
This echoes Valentine’s view: 
“AI is useful for understanding, 
initiating, and learning, not for 
replacing critical thinking.”
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What about tomorrow? 
How far will AI go?

Some AIs considered under-
performing just months ago 
are now smashing records 
thanks to environmental tuning. 
For example, GPT-4o jumped 
from 40% to 92% success on 
InterCode-CTF simply by using 
a better “harness”, a tailored and 
optimized software execution 
interface.

Should we fear an AI takeover of 
CTF competitions? Not yet. But 
if we had to sum up the trend: 
AI does not replace the brain, it 
improves it. And in a field where 

DAMIEN BANCAL

every second counts… that is 
already significant.

A revolution in offen-
sive cybersecurity?

The success of AI in CTF tour-
naments could open a new 
chapter in offensive cybersecu-
rity. While current performance 
still depends on human enginee-
ring to configure the agents, 
there is huge room for impro-
vement. As models become 
more powerful, their autonomy 
in solving challenges improves.

This raises sensitive ques-

tions about dual-use risks. A 
system capable of detecting 
and exploiting vulnerabilities 
so efficiently could, if misused, 
serve malicious purposes.

Researchers acknowledge this 
risk but argue that public au-
dits of AI performance are a 
key way to prevent misuse by 
making advances transparent.
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